Cyber Incident Response Process

Edge Underwriting

Clyde & Co receive call to ; Call answered by ;

Clyde & Co incident response hotline IRM
written into Edge
Underwriting
policy wording Incident notified via email IRM to contact

cyberbreach@clydeco.com ; insured by phone %

Argo to confirm E IRM to send Letter of =
approved next steps Indemnity to insured

v

72 hours +

IRM to provide
recommendation to ;
insured, pending
approval

IRM to continue
response management / —>
advice and provide key
updates until matter
ready to close

IRM to:

e Obtain initial information of incident
*  Advise insured to contact broker and
provide formal notification to insurer

IRM to provide
ongoing reporting
including strategy,

vendor selection and
fee estimates

Billing and closure

¢ Undertake conflict check

72 hours

Argo to provide
coverage confirmation

é

Crype&Co

Key:

Incident Response

Manager (IRM) — Clyde Edge Underwriting and

& Co Argo
Triage commences: First 24 hours
*  Background
¢ Live / not live > IRM to provide an initial report
¢  Next steps including:

¢ Vendor input considered
¢ Coverage facts

* Incident background
e  Vendor requirements
. Next steps

Send report to below contacts from
Edge Underwriting and Argo:

(Action: Obtain contacts from Edge
Underwriting and Argo )

V

IRM to send reservation of rights
and engagement letter to insured
setting our dual retainer on behalf
of insured and insurer
48 hours (Action: Argo to provide sample
letter from other jurisdictions)

IRM to provide 48 hour report
including coverage
recommendations to Edge
Underwriting

Edge Underwriting to provide
E insured’s policy documents to Clyde
& Co (within 24 hours)

Provide initial report to
insured

*The engagement letter confirms:

*  Clyde & Co appointment is on behalf of
insurer and insured

*  Allinformation from insured is shared
with insurer

*  Clyde & Co will assess the availability of
coverage under the policy

* Inthe event of a dispute between insurer
and insured, we can continue to act for
the insured or insurers however we
cannot act against insurers



